Developed for SAVE by our friends at www.safefamilies.org

Information and Resources for
Parents and Caregivers
The Importance of Online Safety 
Dr. James Dobson of Focus on the Family calls Internet Pornography the “New Crack Cocaine.”  Just as with cigarettes, alcohol and drugs, many adult addicts of pornography started their addiction as young children exposed to pornography at an early age.  To assist parents in protecting their children online, we provide free Internet filtering software.  We realize that for parents, just having software is not enough, because parents need to be trained on all strategies for protecting their kids online. 
The widespread exposure of youth to graphic pornography at an early age is unlike ever before in history.  9 out of 10 children aged between the ages of 8 and 16 have viewed pornography on the Internet, in most cases unintentionally (London School of Economics January 2002).  The adult industry says traffic is 20-30% children (NRC Report 2002, 3.3).  Youth with significant exposure to sexuality in the media were shown to be 2.2 times more likely to have had intercourse at ages 14 to 16 (Report in Pediatrics, April, 2006).  Another major danger is online predators in that 1 in 5 children who use chat rooms have been approached by a pedophile online (Telegraph.co.uk. 1/02).  The solution is not to keep children from the Internet, but instead to make sure that they use the Internet safely.  
Just as many recent anti-drug and anti-smoking strategies have called on adults to take increased responsibility with their children, we believe adults can take increased responsibility for maintaining their own media sobriety to set an example for children.  Nearly all adults addicted to pornography, had their first exposure to pornography through second-hand smut.  Second-hand smut from adults is like second-hand smoke--when smut is around everywhere, it affects everyone around it including children. A recent study showed that children with high-access to second hand smut were 2.2 times more likely to have sex between the ages of 14 and 16 than other children.  Because of the damaging effect of second-hand smut, we believe that society needs to start treating second-hand smut like they do second-hand smoke.  Adults need to take responsibility for protecting their children from second-hand smut online, in the home and elsewhere.  Because of this, we provide adults with a media sobriety covenant and recovery resources to help serve as a positive role model with children.  We believe that adults suffering from pornography or media addiction should enter a recovery process just as with other addictions.
What are the dangers?

The primary dangers are: exposure to pornography and contact with sexual predators (pedophiles).  Other dangers include: exposure to undesirable content such as hate sites, violence and gore, drug abuse promotion, profanity, and the occult; cyber-bullying (being harassed, threatened, or talked about negatively by people online); file sharing risks (downloading illegal or obscene material); objectionable communication (through email, chat rooms, instant messages).  For more information, see the “Statistics” section in this manual under “Resources.”
Steps to Implement an Online Safety Program in Your Family 

1. Install an Internet filter (see our Internet filtering recommendations in this manual under “Software Tools for the Home”).  If the software allows for different settings for each user, we recommend blocking all chat rooms for children under 16.  We also strongly recommend blocking file sharing programs like Kazaa, Limewire, and BearShare completely.

2. Place computer in the family room or another open area of your home so that the screen is easily visible when passing by.

3. Print the Family Safety Pledge (found in this manual); post it by all computers.  Review it with each child and have them sign it.

4. Know what your children are doing online by:
a) Reviewing Internet browsing history.  For most Web browsers, you can assess this by holding down Ctrl and pressing “H” at the same time or clicking on the History button on the toolbar that looks like this: [image: image1.jpg]


.  Also, most Internet filters have a feature that lets you know what sites have been visited, and cannot be erased by tech savvy children like History in Web browsers.
b) Checking the “recent documents” for files transferred or accessed on discs.
c) Surfing together, especially with younger children to learn how they use the web.  Get to know the sites they enjoy and how they interact online.
d) Changing your child's homepage.  For instructions, go to the “Changing Your Child’s Homepage” section of this manual.
5. Educate yourself around issues of online safety.  Read TechMission’s Internet Safety Manual, view our Internet Safety Course for Parents (coming soon) and keep up-to-date on news and other resources on the TechMission Safe Families website at www.safefamilies.org.

6. Lead by example. Your children are watching you.
Many kids' first pornography exposure is their parents' material.  Just as second hand cigarette smoke is harmful to those exposed, your media choices can affect your children.  We recommend that adults consider signing a Media Sobriety Covenant for Adults (shown elsewhere in this manual).  It is your responsibility to keep them from being exposed to pornographic or sexually provocative material.  This includes:

· Television and radio
· Internet use

· Magazines and books 
· Videos 
· Cell phone graphics
· Electronic games

Family Internet Safety Pledge
(This is provided as a sample for you to use.  If you wish to modify it, you may download a copy from www.safefamilies.org/safetypledge.php.)

1) I will not look at, download, or copy inappropriate or questionable material; if I’m not sure that something is OK, I’ll ask first.  If I see something inappropriate or if I experience anything online that upsets me, I will tell my parents.  I will not keep online secrets from my parents.

2) I will not give any personal information (like my real name, address, age, phone number, school, passwords, or appearance) to anyone online or fill in online forms about myself without my parents’ or guardians’ permission.  I will never send pictures without specific permission. 

3) I will not arrange to meet anyone in person that I find out about online without getting my parents’ permission and bringing an adult with me to a public place.  I will not arrange to have a phone conversation with someone I meet online without my parents’ permission.  I understand that people may not be who they say they are online.

4) I will always be courteous in how I communicate to others; I will not use bad language, insult people, or be rude.  I will respect the privacy of my friends and family. 

5) I will not purchase products or services online without my parents’ approval and help.

6) I will not respond to email or an instant message from someone I do not know.

7) I will follow my parents’ or guardians’ guidelines for when I can use the computer, for how long and what programs and games I may or may not use.

8) If I am under the age of 16, I will not use chat rooms and I will only use instant messengers programs to communicate with those my parents or guardians have approved of.

9) I will not install software programs without getting permission. I understand that peer-to-peer file sharing programs like Kazaa, Limewire or BearShare are not allowed.
10) I will not use the computer to do anything illegal including illegal downloading of software, music or movies.
11) These rules apply wherever I am (at home, a friend’s house, school, or the library).

12) I understand that violating this pledge may result in loss of computer access, and I will accept these consequences.

We agree to the above. 


Children sign below 
Parent(s) sign below

__________________________




__________________________
__________________________




__________________________
__________________________

__________________________
__________________________

Software Tools for the Home 

We strongly recommend the use of internet filters or monitoring software on all computers, especially those used by children.  Internet filters are computer programs that make undesirable content unavailable to the computer user.  Monitoring software simply reports on Internet usage to someone you have chosen to receive the detailed report of the computer’s usage. Use this chart to determine what solution is best for your family.

	Type of Internet Service?
	Who to Protect?
	Recommended 
Free Option
	Recommended Pay Option
	Advanced 
User Option

	Major Dial-up (like AOL, MSN, or Earthlink) or Pre-flitered ISP
	Kids
	Filtering from ISP
	Not Needed
	Not Needed

	Dial-up
  (Other Provider)
	Kids
	Safe Families Software
	Client Software
	Not Needed

	Dial-up 
	Adults
	X3Watch
	Accountability Software
	Accountability Software

	Broadband
 (DSL or Cable) 
	Kids
	We-Blocker
	Client Software
	Filtering Router

	Broadband 
 (DSL or Cable)
	Adults
	X3Watch
	Accountability Software
	Accountability Software


Filtering From ISP

Built-in Parental Controls

Most major ISP's (Internet Service Provider) like America Online, MSN or Earthlink, provide parental controls that allow you to adjust the nature of content available to each screen name.  This means each family member can have customized access to the Internet based on age at no additional charge.  The following are links that explain how to use parental controls with
EARTHLINK (www.earthlink.net/software/free/parentalcontrols), 
AMERICA ONLINE (site.aol.com/product/parcon.adp), and 
MSN (join.msn.com).
Filtered ISPs

A more aggressive option for filtering is a filtered or a “family-friendly” ISP.  With a filtered ISP, content filtering is not an option you select and set up; it is built-in and automatic for all users. It cannot be bypassed or overridden.  Here are several “family-friendly” ISP’s.
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www.surfonthesafeside.com 
www.settingcaptivesfree.com  
 www.pkfamily.com
For more information on ISP-based filtering, go to kids.getnetwise.org/tools/ispoptions.  For a sampling of more filtering ISP’s, go to www.google.com/Top/Computers/Internet/Access_Providers/Filtered/.  For families using an ISP without the parental control feature, filtering software is recommended (see below). 

Filtering Software

We-Blocker
TechMission provides free Internet Filtering Software and Parental Controls to help protect children online.  It is fairly simple to use and is available for downloading by going to www.safefamilies.org/download.php.  Currently, it is only available for Windows Operating systems and requires special instructions for Windows XP systems.  For Macs, see Client Software.

Client Software

(Purchased and installed on your computer[s])

Here is a chart of some of the leading software products available.  The ratings have been calculated based on several comparative reviews. 

	Product
	Rating
	Cost
	Time 
Manager
	Mac
	Email
	IM/
Chat
	p2p
	Keyword

	Content Protect
contentwatch.com
	8.1
	$30
	
	 
	 
	
	
	

	SafeEyes
safeeyes.com
	7.9
	$50
	
	
	
	
	
	

	Cyber Patrol
cyberpatrol.com
	7.5
	$40
	
	 
	
	
	 
	

	CyberSitter
cybersitter.com
	7.3
	$40
	
	 
	
	
	
	

	Norton Internet Security
norton.com
	7.1
	$70; 
$50/yr
	 
	
	
	
	
	 

	Net Nanny
netnanny.com
	7.1
	$40
	
	 
	
	
	
	

	McAfee Internet Security Suite
us.mcafee.com
	6.7
	$35; 
$35/yr
	 
	 
	 
	
	 
	 

	SafeFamilies Software
www.safefamilies.org
	N/A
	Free
	 
	 
	 
	 
	 
	


There are many commercially available products. Some filtering products, like Norton and McAfee, are part of a package of software tools that also includes virus protection, popup blockers, and other security features.  The advantage: with one purchase, you can take care of several important concerns.  The catch: these products typically cost more than a stand-alone internet filtering product and have annual subscriptions.  The following links below provide additional information about commercially available internet filters.

Software4Parents (www.software4parents.com/filtercompare.html)
FamilyInternet (familyinternet.about.com/cs/internetfiltering/a/aafilteringsoft_2.htm)
Internet Filter Review (internet-filter-review.toptenreviews.com)
Getnetwise Tools (kids.getnetwise.org/tools)
FilterReview.com (www.filterreview.com/main.asp)

Filtering Router

For advanced users, commercial filtering may work for you if you meet these three conditions:

1)     Your household has more than one computer
2)     They are or will be networked (“talking” to each other) 
3)     You have a fast Internet connection (not dial-up)

The option is router-based filtering.  A router is a piece of equipment that connects your computers to the Internet and to each other.  Some come with options to filter content which means the filtering you set up will be applied to all computers in your network.  Router-based filtering can be more complex to set up, but is also more difficult to bypass.  There is an initial purchase cost, plus an annual subscription fee.  Three reasonably-priced examples are listed below. 

Zyxel HS-100 HomeSafe Router
$50.00; $34.99/year for Cerberian subscription
Belkin Wireless G Router (F5D7231-4)
$60.00;$19.99/year for Cerberian subscription after 6 month trial
Linksys Parental Control Router (WRT54GS)
$75.00; $39.95/year to etopia subscription

Accountability Software

Unlike filtering, accountability software simply reports on Internet usage.  No blocking occurs.  In setting it up, you decide who will receive the detailed report of the computer’s usage.  Web sites that are deemed inappropriate, based on the options you’ve chosen, will be red-flagged.  Because monitoring software is of value only “after the fact,” we do not recommend this as a solution for families with children.  However, it can be an effective aid in personal accountability for adults.  There are several available products out there.  Here are several:
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X3watch 
www.x3watch.com
	· Free

· Ministry of xxxchurch (www.xxxchurch.com)

· Regularly sends list of questionable web visits to
   selected recipients

· Best free monitoring software

· X3watchPro version available for $14.95; includes tech support
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Covenant Eyes
www.covenanteyes.com
	· $74.99/year or less 

· Pricing for households/ministry staff/business 

· Regularly sends list of ALL web visits to selected recipients, with objectionable sites highlighted

· Most widely used monitoring software
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ComputerCOP
www.computercop.com/homeprods.html
	· $19.95 for download

· Scans computer files and Internet history for potentially offensive material

· Deluxe version ($39.95 + S&H): includes keystroke monitoring, scans chats and emails, expanded dictionary of key words

	Parents CyberAlert
www.itcompany.com/cyberalert.htm
	· $39.95 for download

· Free trial

· Records email, IM, websites, keystrokes, file access, screen snapshots

· Website, email, chat, IM blocking

· Games & applications alerts & blocking
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Guardian Monitor
www.guardiansoftware.com
	· $39.95

· Monitors websites, email, chat, IM, p2p applications

· Records keystrokes & downloads

· Website blocking


Changing Your Child’s Homepage 

Step 1. Pick a Child Safe Search Engine

Ask Jeeves for Kids:  
www.ajkids.com
Yahooligans: 


www.yahooligans.com
OneKey: 


www.onekey.com
Kids Click: 


www.kidsclick.org
Education World: 

www.education-world.com
Step 2. Click on the Tools Menu in Internet Explorer then Select Internet Options
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Step 3. Type in a child safe search engine next to “Address”
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Links to Relevant Organizations
These sites have fun sections for children on online safety.
The NetSmartz Workshop – http://www.netsmartz.org 

A creative collaboration of the National Center for Missing & Exploited Children® and Boys & Girls Clubs of America, this is an excellently conceived website with web activities and games for children of all ages.  In addition, there are resources and information for parents and caregivers. 

http://wiredkids.org/ – http://wiredkids.org 
Children’s website of an organization that works with law enforcement agencies to promote online safety. Additionally, the website has extensive educational and informational resources. 

i-SAFE America Inc – http://isafe.org 
i-SAFE America, Inc. is a non-profit foundation whose mission is to educate and empower youth to safely and responsibly take control of their Internet experiences. 
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